Victoriabank payments

WooCommerce payment plugin

Plugin for Victoriabank payments to WooCommerce shops.

The objective is to provide merchants with a template solution that together with a

set of instructions will allow the merchant to easily connect to BC Victoria Bank's

payment system with 3 payment methods:

1. Visa/Master Card (accepting all Visa or Master Cards)
2. Star Card Rate (accepting only Star Card issued by BC Victoria Bank)
3. Star Points (accepting only Star Card issued by BC Victoria Bank)

The aim is to ease the process of integration into the payment system of BC Victoria

Bank.

Instruction for plugin instalation

Project can be installed directly on the
local machine for this must be done some

If you have shop on WooCommerce, you can
payments plugin from arhive. Instruction
shop:

shop server or can be run and tested on own
steps.

install from WordPress admin panel Victoria
for installation on existing WooCommerce

¢ Open Wordpress admin panel this can be done by adding to shop's URL string -

/wp-admin
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If firstly you want to test plugin,
methods:

¢« Manual packages instalation
¢ Automatic packages instalation

Manual packages instalation (steps)

project can be run on local machine by two

Instalation on your machine Server application and manual downloading packages.

1. Download and install Server application on your local machine, for example

XAMPP (this cross-platform application).

Link for download XAMPP

2. Create folder in Server application's folder htdocs with name for your web-

site.
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3. Download and extract Wordpress package to your local site's folder. Download
Wordpress link
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4. Download WooCommerce plugin and extract into wp-content/plugins . Download
WooCommerce link
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5. Extract archive with VB payment plugin into wordpress folder - wp-
content/plugins
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Automatic packages instalation (steps)

Instalation Local WP application, which install all packages automaticly.

1. Download and install Local WP (can be installed, on all system, except Arch
linux distributives). Download Local WP link



https://localwp.com/

Installation steps:

Local File Edit View Window Help

Local sites ®© «

® VB-WooCommerce-payment-plugin
[J Gotositefolder [ Opensite shell

Overview Database Tools

WordPress version 611
Multisite No

Xdebug @ Details &

1 site running stopall Live Link

Site domain vb-woocommerce-payment-pluginlocal Change
SSL vb-woocommerce-payment-plugin.local.crt

Web server nginx -
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- 0
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(@ WPAdmin) (L", Open slte)
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Create a site

Create a new site

WordPress site.
What's this?

®

Select an existing ZIP or drag your
file into the window to import a site

Need a fast, free way to create a ZIP archive of your site? Try WP Migrate.

Create from a Blueprint

. Start a new site with pre-installed
Spin up a new WordPress or headless elements like plugins and themes.

Continue




Choose your environment X

Preferred Custom

PHP 8.1.9 | Web server nginx | MySQL Version 8.0.16

Go back

° Set up site @ Set up environment

What's your site's name? X

Web-site-example|

Advanced options ~

Continue
Go back -

@ Set up site




Go back

2.

Set up WordPress

WordPress username

Eugen

WordPress password

@

WordPress e-mail

dev-email@wpengine.|

Advanced options ~

admin panel's tab Plugins and subtab Add new.

Installation steps:

e Search WooCommerce plugin from search bar.
e Click Install now
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Install WooCommerce plugin from Wordpress plugins manager, which is located in

.

]

\aseens [

ol WooCommerce Stripe all PDF Invoices & Packing

Payment Gateway B ¢ slips for WooCommerce

Take credi card payments on your sore Create, print & automaticaly emil POF

using Strpe. invoices & packing s for
WooCommerce orders.

&y woocommerce
8y WP Overnight

33 Last Updated: 1 day ago 539
900,000+ Active Installatons  Compatible with your version of WordPress 300000+ v

wn[ ][]

More Details

Last Updated: 3 weeks ago.

(T commence WooCommerce PayPal Install Now Customer Reviews for
Payments WooCommerce
More Detals
Paypals latest payments processing Customer Reviews for WooCommerce
solution. Accept PayPl, Pay Later, plugin helps you get more sales with
credit/debit cards,lternative diital social proof.Set up automated review
wallets and bank accounts, reminders and increase converson rate.
8y WeoCommerce oy Cusser
@ Last Updated: 1 month ago 0229
500,000+ Active Installatons  Compatible with your version of WordPress y v

Germanized for
WooCommerce

Germanized extends WooCommerce to
become  legally compliant shop in the
erman market. Must Have for every.
german WooCommerce shop owner.

By vendidero

of WordPress.

Install Now.

More Details

Last Updated: 3 weeks ago.

WooCommerce Square

naton

More Details Syncinventory and product data
between WooCommerce and Square:
POS. Securely accept payments via the

Square payment gateway.

By Woocommerce

with VB payment plugin

of WordPress.

all Now

More Details

by




Click button Upload plugin, after will appear window for Choose File and after
selecting plugin's archive will be unblcoked button for Install plugin, which
must be clicked for installation
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How to use it

After installation Victoriabank payments plugin, we need to set it. At first we need

set plugin in its own settings from Installed plugins page
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® ¢ ink-shop.com Victoriabank payments settings < Cyberink shop — WordPress B L
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Submit

# Appearance

£ Plugins

VB payments settings
B Activity Log

Thank you for creating with

Below are fields for setting Victoriabank Payments pulgin.

Merchant data (Seller information displayed to the customer on the bank's page during
payment.)

1. Merchant name (Latin 1-50 characters)

2. Merchant URL (Latin 1-250 characters)

3. Merchant address (Latin 1-250 characters)

4. Return/refund policy URL (Latin 1-250 characters) (Example: https://cyberink-

shop.com/refund returns/)
5. Customer service contact (Latin 1-12 characters) (Example: +37312345678)

Connection settings

1. Public Key (Your public key to verify the P_SIGN field.)
. Bank public key (Public key delivered by the bank)
Private Key (Your Private Key)
Private Key Password (Optional)
Encryption method (Radio Button MD5 or SHA-256)

a b~ 0N

Notification of payments


https://cyberink-shop.com/refund_returns/

1. Callback URL (A Callback URL that will be automatically generated to be
delivered to the bank)

2. Manually process callback data (A series of fields that allow manual processing
of transaction callback response data received by email from the bank as part
of the security procedure.)

Payment settings
1. Logo for Visa/Mastercard (Logo of the payment method displayed to the customer
during checkout)
2. Logo for Star Card Rate (Logo of the payment method displayed to the customer
during checkout)
3. Logo for Puncte Star (Logo of the payment method displayed to the customer
during checkout)

At second we need set Victoriabank's payments methods in WooCommerce plugin's
settings on Payments tab . After installation and activating the module, 3 new
methods should appear in the WooCommerce settings at the Payments tab.

1. Victoriabank Visa/MastercCard
2. Victoriabank Star Card Rate
Victoriabank STAR Points

The module will have an administration button that will offer the merchant the
possibility of additional settings for each individual method.

entplugin B 0 + New Howdy, Eugen [ll
@ Dashboard Payments R
# Posts Help v
9 Media
g General | Products | shipping | Payments | Accounts&Privacy = Emalls  Integration  Advanced
W Pages
[Payment Methods
¥ comments
installed payment methods are listed below and can be sorted to control their display order on the frontend.
B creative Mail
Method Enabled  Description
3 woocommerce 4| P
v Direct bank transfer ® Take payments in person via BACS. More commonly known as direct bank/wire transfer. ‘ Finish set up
A v checkpayments W Toke payments in person via checks. This offline gateway can also be useful to test purchases. Finish set up
A v cashondelivery (I Have your customers pay with cash (or by other means) upon delivery. Finbhsetup
Setines A~ Victoriabank Visa/MasterCard @  Woocommerce Payment Gateway for Victoriabank Visa/MasterCard ‘ rEED
= A v Victoriabank Star Card Rate @  VWooCommerce Payment Gateway for Victoriabank Star Card Rate [ Manage
ducts
il Analytics A Victoriabank Puncte star @  WoocCommerce Payment Gateway for Victoriabank Puncte Star e
€ Marketing
£ Plugins
- N Recommended pavment providers

The modules will have the following settings fields.

1. Victoriabank Visa/MasterCard (WooCommerce Payment Gateway for Victoriabank
Visa/MasterCard )



om WooCommerce settings « Cyberink shop — WordPress

hop W1 0 4 New Caching Need help?

Payments

General  Products | Shipping | Payments | Accounts & Privacy | Emails  Integration  Advanced

Victoriabank Visa/MasterCard B

WooCommerce Payment Gateway for Victoriabank Visa/MasterCard

Activate/Deactivate © () Activate/Deactivate

Title °

Description °

Terminal id © [ 4980900

Merchant id © [ 493000043803001
= Products

Test mode. © () Enable Test Mode
uil Analytics
© Marketing

°

Debug mode ) Enable Debug Mode

» Appearance

7 s Transaction type © [ crarge v
& Users

R Order description °

Settings

[ Activity Log

© coliapsem

Activation/deactivation (Check box Activate this payment method)

Title (The title of the payment method shown to the customer during checkout.)
Description (Description of the payment method displayed to the customer during
checkout.)

Terminal id (This is id of payment terminal.)

Merchant id (This is id of merchant.)

Test mode (Check box Activate this option)

Debug mode (Check box Enable this option)

Transaction Type (Selects how payments will be processed. Charge immediately
sends all transactions to the bank for settlement, Authorization only
authorizes the order amount to the bank for later settlement.)

Order description (Description of the order shown to the customer on the bank's
page during payment.)

Victoriabank Star Card Rate (WooCommerce Payment Gateway for Victoriabank Star
Card Rate)

B

Howdy, Eugen Daniiuc Jel

L

WooCommerce settings < Cyberink shop — WordPress

Site Status: Live

Payments

General || Products  Shipping | Payments  Accounts &Privacy  Emails | Integration  Advanced
Victoriabank Star Card Rate E]
WooCommerce Payment Gateway for Victoriabank Star Card Rate
Activate/Deactivate © () Activate/Deactivate
Title © | Pay 2 instaliments v
Description °
Terminal id © [ 49820001
Merchant id © [ 238000049825001

X Test mode © (V) Enable Test Mode

al Analytics

€ Marketing
Debug mode © () Enable Debug Mode

# Appearance
Transaction type © | Charge v
Order description °




Activation/deactivation (Check box Activate this payment method)
Title (The title of the payment method displayed to the customer during
checkout) Radio Button:

o Pay 2 installments

o Pay in 3 installments

o Pay 6 installments

o Pay 9 installments

o Pay 12 installments

Description (Description of the payment method displayed to the customer during
checkout.)

Terminal id (This is id of payment terminal.)

Merchant id (This is id of merchant.)

Test mode (Check box Activate this option)

Debug mode (Check box Enable this option)

Transaction Type (Selects how payments will be processed. Charge immediately
sends all transactions to the bank for settlement, Authorization only
authorizes the order amount to the bank for later settlement.)

order description (Description of the order shown to the customer on the bank's
page during payment.)

Victoriabank Star Points (WooCommerce Payment Gateway for Victoriabank Star
Points)

WooCommerce settings « Cyberink shop — WordPress

General  Products || Shipping | Payments | Accounts &Privacy | Emails Integration = Advanced

Victoriabank Puncte Star
Actate/De: o
Tide °
Description o
Torminalid o [0t |
Merchantid | os000niseroot )
i © () Enable Test Mode
Debug mode © () Enble Debug Mode
Transacton type o [Ccrage v
& Users
P Order descrption °
Settings

Activate/deactivate (Check box Activate this payment method)

Title (The title of the payment method shown to the customer during checkout.)
Description (Description of the payment method shown to the customer during
checkout.)

Terminal id (This is id of payment terminal.)

Merchant id (This is id of merchant.)

Test mode (Check box Activate this option)

Debug mode (Check box Enable this option)

Transaction Type (Selects how payments will be processed. Charge immediately
sends all transactions to the bank for settlement, Authorization only
authorizes the order amount to the bank for later settlement.)



¢ Order description (Description of the order shown to the customer on the bank's
page during payment.)

After setup settings for payment method will be needed to make one more step. Is
needed to turn off default email templates from WooCommerce, for using email template
from plugin. To make this will be need to go to tab Emails on WooCommerce settings
and turn off templates shown on the picture below.

ink- n WooCommerce settings < Cyberink shop — WordPress L B L
cshop B 0 + New Caching Need help?

Emails ) “ i @

General  Products  Shipping  Payments | Accounts & Privacy Integration  Advanced

Email notifications

Email notifications sent from WooC
To ensure your store's notifi
FAQp

Customize with MailPoet

Click on an email to configure .
stomers' inboxes, we recommend connecting your email address to your domain and setting up a dedicated SMTP server. If something doesn't seem to be sending correctly, insta the W Wil Logging Plugin or check the Ema

Email Content type Recipient(s)
New order © text/ntml 2ugen282000@gmail.com
Cancelled order © text/html

Failed order © text/html 2ugen282000@gmail.com
Order on-hold @ text/ntml Customer
rodt

Processing order @ text/html Customer

sl Analytics

®© Marketing Completed order @ text/htm| Customer

# Appearance
Refunded order © text/ntmi Customer ta
Customer invoice / Order details © text/htmi Customer tana

B Settings ErETTED O text/html @iEms Y

B Activity Log Reset password © text/html Customer Manage

0 w
N .a sotteal Custornar [l <

WooCommerce settings « Cyberink shop — WordPress

® & operinkshop B + New Caching Site Status: Live

ost Emails

A Posts
° General | Products  Shipping  Payments  Accounts &Privacy Integration | Advanced

New order

New order emails are sent to chosen recipient(s) when a new order s received.

M mailp Enable/Disable ) Enable this email notification

Recipient(s) @ | eugen282000@gmail.com |

Subect © [ Lstecuel ew order rdermber

. Email heading © | New Order: #{order_number) J
Settings
e Additional content @ [ Congratulations on the sale
x
= Produ
atl Analyt Email type @ | HiML v
€ Marketing
HIML template
# Appearance
o b To override and edit this email template copy w ./ 15, rder.php. to your theme folder: storefront/woocommerce/emails/admin-new-order. php
£ Plugins
2o =
&
g

How it works

1. After selecting the goods and services, the cardholder clicks on the "Buy"
button or an equivalent button and goes to a page where he can enter or change



the delivery information and payment method. Payment method information may
provide different payment methods, such as "Pay by credit card" or a similar
option.

Checkout - Cyberink shop B

ERESUSEN 0wy, Eugen Daniivc el [

Caching  Need help?

Checkout

@ Have a coupon? Click here to enter your code

Billing details Your order
Firstname Last name .

Product Subtotal
Eugen Daniliuc

Company name (optional Bag x1 5,00 MDL

Subtotal 5,00 MDL

Country / Region *
Shipping Free shipping

Moldova

Street address : Total 5,00 MDL

str. Stefan cel Mare

Apartment, suite, unit, etc. (optional] © Visa/MasterCard/Integral Star Card v

Town/ City "
@ StarCard Rate

<q

Chisinau

@ Puncte Stay

<q

ity / District -

If the cardholder selects the "Pay by Credit Card" option, the merchant's
system must prepare the authorization request fields and redirect the
cardholder to a secure bank "Enter Credit Card Information" page.

After receiving the completed form, e-Commerce Gateway validates the requested
information, including the message authentication code. If the request fails,
the validation gateway sends an error response back to the merchant system.
After authorization, the gateway prepares and sends a transaction response back
to the client. The parallel gateway sends response messages to merchant system
on HTTPS URL(callbanck URL) and on EMAIL. The response message will contain the
message authentication code, which is used to prevent falsification of the data
in the response message. If the authorization is successful, the response
message will contain the "RRN Internal Reference Number" field, which will
later be used by the merchant's system so that it can complete or reverse the
authorization obtained without the credit card information.

After receiving the authorization response (on HTTPS URL and EMAIL), the
merchant's system starts delivering the ordered goods and/or services to the
cardholder. At this time, the requested amount is blocked in the cardholder's
account. The merchant must send an invoice email to the cardholder with order
information and delivery time, if applicable.

When the merchant has delivered the goods or services to the cardholder, the
merchant's system sends a "Sales completion" transaction directly to the CGI
Gateway e-Commerce URL production environment, using an internal reference
number to refer to the authorization transaction with the information
corresponding to the credit card. The transaction request should include a
message authentication code field (P_SIGN field) to verify the identity of the
message.

Gateway validates the received message and requests the financial completion of
the transaction from the Way4 card system. At this point, the transaction
amount is debited from the cardholder's account and the merchant account is
credited with the corresponding amount. The gateway sends a response to the
merchant's system in the response document.



If the merchant cannot fulfill the cardholder's order, or if the cardholder
cancels the order at a stage permitted by the merchant, the merchant's system
must send a "Reversal" message to cancel the pending or completed transaction.
Gateway validates the received message and requests cancellation of the pending
or completed transaction from the Way4 card system. This may involve
transferring funds from the merchant's account back to the cardholder's
account. The gateway sends a response to the merchant's system in the response
document.



